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Introduction:

A sensor is a component that is deployed on the infrastructure to capture API traffic and
send it to the controller. Now the integration of sensors depends on the type of
infrastructure. AppSentinels Platform requires unencrypted traffic for APl Discovery; hence,
the sensor/plugin integration should be implemented at the point where application traffic
is decrypted

Type of Sensor depends on the infrastructure:

Where does your API traffic flow?

— Cloud Managed Gateway / CDN
— AWS CloudFront
— Azure APIM
— Apigee
— Cloudflare Workers
— Akamai EdgeWorkers
— AWS Lambda

CloudFront Sensor
Azure APIM Sensor
Apigee Sensor
Cloudflare Sensor
Akamai Sensor
Lambda Sensor

\

\

Y

\

\
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— Self-Hosted API Gateway

— Kong » Kong Plugin

— IBM DataPower » IBM DataPower Sensor
— WSO02 API Manager » WSO2 Handler

— Red Hat 3Scale / APIcast —— > APIcast Plugin

— Envoy / Consul » Envoy Sensor

— Load Balancer / Proxy
NGINX / OpenResty » NGINX Module
F5 BIG-IP » F5 jRule

— Application Server / Runtime

— Java (Spring, Tomcat, etc.) —— Java Agent or Tomcat Filter
— Node. js » Node.js Agent

— Python » Sniffer

— .NET on IIS / Windows ————  IIS Capture Hook

— Container / Kubernetes Infrastructure

— Kubernetes (any language) ——— Mutating Webhook
— AWS ECS (EC2 or Fargate) ——— ECS Sidecar Sensor
— Docker containers » Sniffer

— No code access / Network-level only
L— » Sniffer

4|Page Proprietary and confidential Information, ©2025, AppSentinels.ai



AppSentinels
Business Logic Security

Choosing the Right Sensor:

Is there an API Gateway or Reverse Proxy in front of your services?

— YI|ES

Does the gateway support custom plugins or policies?

—— YES — Gateway / Proxy Sensor
— NGINX / OpenResty — NGINX Module
— Kong — Kong Plugin
— AWS API Gateway — Lambda Sensor
— Azure APIM —> Azure APIM Sensor
— Apigee — Apigee Sensor
F—— IBM DataPower —> DataPower Sensor
— WS02 — WS02 Handler
— F5 BIG-IP — F5 iRule
— Cloudflare —» Cloudflare Worker Sensor
— Akamai —» Akamai EdgeWorker Sensor
— AWS CloudFront —> CloudFront Sensor

—— NO (managed/locked gateway, no plugin support)

L— Go to: "No Gateway" path below

— NO (application is directly exposed, no gateway)

-

Does TLS terminate directly on the application server?

— YES — Language Agent Sensor

Java / Kotlin / Scala — Java Agent
Node.js / TypeScript — Node.js Agent
Python app using openssl — Sniffer

.NET on IIS / Windows — IIS Capture Hook

— NO (TLS terminates upstream or traffic is unencrypted at host lev

el)
[——> SSL Sniffer (TrayceAgent)
Docker containers —»> Sniffer
AWS ECS —» ECS Sidecar Sensor (TAP)
Kubernetes — Mutating Webhook + Agent
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Minimum Information Needed Per Sensor:

NGINX
e OSanddistribution (e.g., Ubuntu 22.04, Alpine, RHEL 8) (cat /etc/os-release)
e NGINX version (nginx -V)
e  Flavor: standard NGINX or OpenResty
o Is TLS terminated at NGINX or upstream?
e Deployment method (systemd, Docker, Kubernetes Ingress Controller)

1S/ .NET
e  Windows Server version (e.g., 2019, 2022)
o IIS version
e  .NET version (dotnet --version)

Java Agent

e JVM version and vendor (e.g., OpenJDK 17, Amazon Corretto 11, Azul Zulu 21)
e Application framework (e.g., Spring Boot, Micronaut, Vert.x)

e Any existing APM agents attached? (Datadog, New Relic, Dynatrace)

e  Deployment method (systemd, Docker, Kubernetes)

Node.js Agent
* Node.js version (node --version)
e  Application framework (e.g., Express, Fastify, NestJS)
e Deployment method (bare-metal, Docker, AWS Lambda Layer)

AWS Lambda
e  Lambda runtime (e.g., Node.js 20, Python 3.11, Java 17)
* Invocation model: synchronous or asynchronous
e Number of existing Lambda Layers attached

AWS CloudFront
e  CloudFront Distribution ID
e Isrequest/response body forwarding enabled to Lambda@Edge?

AWS ECS
o Launch type: EC2 or Fargate
e  Task network mode (bridge, awsvpc, or host)

Azure APIM
e  Any existing policies deployed on the target APIs?
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Apigee
e Apigee edition (X, hybrid, or legacy Edge)
e Javaversion in the Apigee environment (8, 11, or 21)
e Any existing shared flow bundles deployed on the proxies?

Kong
e  Kong version and edition (OSS or Enterprise)
o Deployment method (Docker, Kubernetes/Helm, bare-metal)

IBM DataPower
e  DataPower firmware version (e.g., 10.5.x)
e Standalone DataPower or IBM API Connect (managed)?
e  DataPower domain where APIs are published
e  ApiVersion V5 or V10

WSO?2
e WSO2 APl Manager version (e.g., 4.2.0)
e  Typical request/response payload size

F5 BIG-IP
e BIG-IP version (e.g., 16.1, 17.1)

Cloudflare
e None

Akamai
. None

Kubernetes (Mutating Webhook)
e  Kubernetes distribution (EKS, GKE, AKS, OpenShift, Rancher)
e Languages/runtimes used by the pods (Java, Node.js, etc.)
o Is a private container registry in use?

ECS Sidecar
o Launch type: EC2 or Fargate
e  Task network mode (bridge, awsvpc, or host)

SSL Sniffer
e  Linux kernel version on the Docker host (uname -r) — must be >4.14
e  (Can privileged containers run on this host?
o Container runtime in use (Docker, containerd, CRI-O)
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Envoy
e  Envoy version (e.g., 1.27.x)
e Deployment: standalone proxy or service mesh (Istio, Consul Connect)?
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