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1. Introduction 

The document outlines two main methods: 

1. Platform directory restore to New Instance: 
• Takes a backup of the as_platform directory 

• Involves creating a new user with sudo access (optional) 

• Requires checking and configuring proxy settings 

• Installation of Docker and docker-compose 
• Pulling AppSentinels images using a login token 

• Setting up necessary user groups and permissions 
• Configuring the hostname and IP addresses 

• Bringing up AppSentinels services using docker-compose 
2. Snapshot and Restore to New Instance (AWS EC2 focused): 

• Creating a volume snapshot from the existing instance 

• Creating a new volume from the snapshot 
• Setting up a new EC2 instance 

• Detaching the original volume and attaching the snapshot-created volume 

• Updating IP configurations in docker-compose 

• Starting the services on the new instance 
 

Please note that 
• Both the above methods preserve existing data and configurations 

• Users can log in with the same credentials after restoration 

• Requires careful attention to IP address updates in configurations 

• Involves Docker container management 
• Includes specific steps for different operating systems (Ubuntu vs RHEL) 

 

 
 

2. Method 1: Platform directory restore to New Instance: 
 
1. On Running Platform, please take a back up the as_platform directory as a  

On a New Instance follow the below steps  

2. Create user with sudo access (OPTIONAL, recommended if allowed to create 
separate user or use existing user with sudo priviliges)  

   Ignore this step if the user is already created. 

-  sudo useradd  -m -s /bin/bash appsentinels 

-  sudo passwd appsentinels 

-  sudo usermod -aG sudo appsentinels (if Ubuntu) 
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    sudo usermod -aG wheel appsentinels (if REDHAT) 

-  su - appsentinels (change to appsentinels user) 

 

3. Check the proxy settings 

 -  Check the proxy configuration 

 -  if proxy enabled, it should be disabled or excluded for localhost & HOST IP  

 -  Docker environment should not be using proxy 

  

4. Download the AppSentinels Platform installation files to home directory of 
appsentinels 

wget appsentinels-platform-installation-XX.XX.RX.tar.gz 

  

5. Install docker & docker-compose 

  -  cd pre-req 

  - bash docker-install.sh 

  - logout & login. Change user back to appsentinels 

  

6. Pull appsentinels images 

     -  cd pre-req 

     - Please run below command to pull the docker images. Please Ask Appsentinels 
Team for the logintoken 

        bash appsentinelsimages.sh <logintoken>  
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7. if RHEL or AL2 then run below commands 

    sudo groupadd docker-sentinels 

    sudo groupadd data-sentinels 

    sudo groupadd data-analysis 

  

    sudo usermod -aG docker-sentinels $USER 

    sudo usermod -aG data-sentinels $USER 

    sudo usermod -aG data-analysis $USER 

    sudo usermod -aG adm $USER 

Other OS run below commands 

    sudo addgroup docker-sentinels 

    sudo addgroup data-sentinels 

    sudo addgroup data-analysis 

  

    sudo adduser $USER docker-sentinels 

    sudo adduser $USER data-sentinels 

    sudo adduser $USER data-analysis 
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    sudo adduser $USER adm 

  

 

8. Logout & login  

9. untar the as_platform back up taken from prepious instance and move it to BASE_DIR 
path 

 

10. Navigate to /as_platform/deployment folder 

11. The hostname should be DNS resolvable, if not add entry to /etc/hosts in the server 

12. Edit the docker-compose.yaml file and change the IP which is referenced under 
extra_hosts in entire file to new IP 

 

13.  if sensor is deployed in the same host, then change the 
REMOTE_CONTROLLER_SERVER_NAME to new IP, otherwise skip this step 
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14. bring up the appsentinels services by running below command 

docker-compose up –d 

  

15. bring up the sensor if is deployed in the same instance otherwise skip this step  

docker-compose –f <filename> up –d 

   

16. Login to Appsentinels Platform with same credentials  
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3. Method 2: Snapshot and Restore to New Instance 
 

1. Select the Instance, Click on Storage, Click on the Volume 
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2. Volume is displayed 
 

 

 

 

3. Select the Volume & Select Create Snapshot in Actions Dropdown 
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4. Provide the Details & click on Create Snapshot 

 

 

 

5. Snapshot will be created and click on the snapshot click  
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6. It will take some time to create snapshot 

 

7. Once Snapshot is ready it will show status as Completed 

 

 

 

 

  

8. Select the snpshot & Click on Create Volume from snapshot in Actions 
dropdown 
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9. Provide the Details & click on Create Volume 
 

 

 

10. It will show the create volumn and click on it 
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11. Wait for Volume status to be Okay  
 

 

 

12. Stop the Previous running SaaS Platform Instance 
 
13. Create the New Ec2 Instance & Stop the instance 

 

14. Go to the Volume of the newly created ec2 instance and Detach the Volume 
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15. Not select the Volume created from the snapshot and click on Attach Volume in 
Actions Dropdown 

  

 

  

16. Provide the ec2 instance ID & Device Name and click on Attach Volume 
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17. Start the ec2 instance 
 

 

 

 

18. Login to ec2 instance & switch to the user created previously (when platform 
installation done) 
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19. Navigate to deployment folder cd /as_platform/deployment/ 

 
20. Start the docker service sudo systemctl start docker 

 
 

21. Edit the docker-compose 
 

 

 

22. Change the IP of the previous systemIP  to the new one under extra_hosts in the 
entire file 

Ex: Previous IP was 10.101.3.222 and new IP : 10.101.2.54  
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23.   Bring up the docker services   sudo docker-compose up -d 

 

 

24. Now access the Dashboard and login with same credentials. All the Data is 
restored and available in the new ec2 instance 
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